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All hackers targeting your
infrastructure has one

common goal..
ENDPOINTS



Why endpoints is in focus again?
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loT attack surface
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Some examples






« Cause Operational Disruption to Critical Infrastructure
- Triconex Safety Instrumented System (SIS) controllers

« “The world’s most murderous malware”

n No evidence found!
™~ VAl Potential phishing attack TRITON specifically targeted
/ - - this version of Triconex.
'ff as infection vector.
/

Customer Network

SIS Engineering Phys ical Process
Workstation yisyation Protocol (

@, UDP1502

Trilog.exe SIS Controllers

Triconex MP3008
DCS ICS Firmware v10.0-10.4
MPC860 PowerPC
Processor




Connection to 5.206.225.96 23 port [tcp/telnet] succeeded!

.388: x888 x888.
~ 88887 888X 7888f
X888 888X 888>
X888 888X 888>
X888 888X ’888>
X888 888X 888>
“x88% "x88” '888!

- A text-based MUD by Oscar PSRN
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T dae

Username Password

admin admin

g root _Jaefault
B saic

S 43850
AT S 00t [password
888% 888"
RS8S”  “Y” —
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mother fucker

No account? Register at www.elrooted.com

Enter user vop
yop
Enter pass vyop
Kkk

Disconnected by server. |

Press any key to exit.
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Tesla Hit With a $2 Billion Lawsuit for
Allegedly Stealing Nikola's Hydrogen
Truck Design

‘Great for U.S./Russia
Relationships:' Match Owner Takes
Swipe at Facebook's Dating Business
Ambitions

! Arizona Teachers May Finally End
Their Week-Long Statewide Strike

4 United Will Soon Allow Some Cats
and Dogs Back Into Its Cargo Holds.
Here Are the New Rules.

B
)

Light Bulbs Flash "SOS" in Scary Internet of Things
Attack

000GC

You May Like

Heidi Klum's New
Penthouse Is "One Of The
Last Of Its Kind"

If You Want to Job, Don't

Say Any of These in an

Interview
By by Work+Mone

Hackers used a drone to target a set of Philips light bulbs in an office tower, infecting The World's Richest Man

the bulbs with a virus that let the attackers turn the lights on and off, and flash an Just Lost $10.7 Billion as
“SOS” message in Morse code. Trump Tweets About...
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New detection methods

Umbrella Cognitive Analytics  Stealthwatch




Agentless detection
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Exotic servers and IP-phones Printers Surveillance Thermostats
unsupported OSs cameras
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Visibility
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