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All hackers targeting your 
infrastructure has one 

common goal..
ENDPOINTS
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Why endpoints is in focus again?

Resource HijackingIoT exponential 
growth

Growth in 
encrypted traffic

To few 
resources

Requirement for 
visibility and 
traceability
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IoT
ICS

Smart...
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IoT attack surface
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• Volume of Devices

• Operating Systems

• Designed to be (un)secure

• Protocols

• Immature usage

IoT Challenge
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Some examples
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• Cause Operational Disruption to Critical Infrastructure

• Triconex Safety Instrumented System (SIS) controllers

• “The world’s most murderous malware”

Triton
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• Denial of Service

• Destroy

• Botnet

• Beachhead 

• Manipulate data

• Spionage

IoT attack goals
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Cisco IoT Security
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.COM

New detection methods

Umbrella Cognitive Analytics Stealthwatch
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Agentless detection

IP-phones Printers Surveillance 
cameras

ThermostatsExotic servers and 
unsupported OSs

CA
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Visibility
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VPNfilter
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