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– Cyber Security in Power and Automation

• Why is Cyber Security an Issue?

• Cyber Security Trends

– What are the Challenges?

– How Should the Challenges be Addressed?

– Industry Approach - ISA/IEC 62443 Standards
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Attacks are real and have an actual safety, health, environmental, and financial impact

Modern automation, protection, and control 
systems are highly specialized IT systems

 Leverage commercial off the shelf IT 
components 

 Use standardized, Ethernet-based 
communication protocols

 Are distributed and highly interconnected

 Use mobile devices and storage media

 Based on software (> 50% of 
manufacturers offerings are software-
related) 

 IT/OT Convergence

 Increased attack surface as compared 
to legacy, isolated systems

 Communication with external (non-OT) 
systems

 Attacks from/over the IT world

Power and Automation Today Cyber Security Issues

Why is cyber security an issue?

Cyber security in power and automation
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Examples of recent events

Trends

Cyber security in power and automation
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Source: https://scadahacker.com/



Example in 2015

Cyber Attack on the Ukrainian Electricity Grid
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Technical components involved in the attack:

Attack on the Ukrainian Electricity Grid
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Spear phishing to get malware on 
workstation(s) in the office network 

Theft of user credentials using 
malware on workstation in the IT 
domain (office network)

Access SCADA workstation from IT 
domain (office network) over VPN

Use of standard SCADA 
dialogues in SCADA workstation

Open breakers at multiple 
substations to disconnect power

Wipe disks using Killdisk
Modify UPS to interfere with restoration efforts
Denial of service on Call- Centers



—

What are the Main Cyber Security Challenges ?



Organizational

Challenges
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Risk Management Awareness

Competence Management Disruptive Changes
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Technical

Challenges
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Installed Base Sustaining Security Situational Awareness

Heterogeneity Compliance Vulnerabilities
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http://www.google.nl/url?sa=i&rct=j&q=diversity&source=images&cd=&cad=rja&docid=t5ROlXxRmw4fXM&tbnid=Gxc77TqNI_o4jM:&ved=0CAUQjRw&url=http://www.leadthefish.com/2010/11/04/how-diverse-is-your-workplace/&ei=-ySKUbOZBsbqPJKzgeAD&psig=AFQjCNHVKAXkxJfXaqU_MV75e7lkzgXY1A&ust=1368094254537587
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http://www.google.nl/url?sa=i&rct=j&q=vulnerabilities&source=images&cd=&cad=rja&docid=9XrNQH9kmYrf1M&tbnid=XBO4RSkcuGh0IM:&ved=0CAUQjRw&url=http://h-news27.blogspot.com/2012/01/some-common-vulnerabilities-in.html&ei=R56HUePcA8KuPMK8gIAM&psig=AFQjCNF2ZrGoA4wpbIF5mfrFcCXeMLW9IQ&ust=1367928721924723


—

How Should the Challenges be Addressed?



4 key questions should be addressed:

How should the challenges be addressed?
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Can we really defend 
ourselves?

Do we know our 
infrastructure and systems?

Can we identify potentially 
malicious activities?

Can we recover from any 
incident?

http://www.google.nl/url?sa=i&rct=j&q=monitoring&source=images&cd=&cad=rja&docid=RPXSj_CAdNkTIM&tbnid=7R3JvSmE_m3ySM:&ved=0CAUQjRw&url=http://technorati.com/business/article/new-cloud-based-social-monitoring-tool1/&ei=VaKHUYbUIInbPKqMgfAE&psig=AFQjCNFILreVLvjo_4lK4EtnMIv0Ujh9ig&ust=1367929670190687
http://www.google.nl/url?sa=i&rct=j&q=firewalling&source=images&cd=&cad=rja&docid=BxanlbOMskKgTM&tbnid=_WdjBuntRvUweM:&ved=0CAUQjRw&url=http://www.techieapps.com/10-best-technologies-for-computer-network-security/&ei=gx2JUZ_9NsbcOZzugWg&psig=AFQjCNE-mRmvff_qxqd6R7eXe1tZcykCHg&ust=1368026717931864
http://www.google.nl/url?sa=i&rct=j&q=identify+vulnerability&source=images&cd=&cad=rja&docid=vI8AmctacEMGDM&tbnid=NSrZaq4xIr1hzM:&ved=0CAUQjRw&url=http://www.calibersecurity.com/blog/bid/262307/Why-Penetration-Testing-Your-Firewall-is-Vital&ei=VaOHUay2FIjTPJnigWA&psig=AFQjCNGtHwi_VYhuA5cxG0xVLf9CEu7kCw&ust=1367930018665170
http://www.google.nl/url?sa=i&rct=j&q=survivability&source=images&cd=&cad=rja&docid=TADAjPm3x5KzqM&tbnid=iAdC815ugj4XpM:&ved=0CAUQjRw&url=http://www.cert.org/cisw/sg2010/&ei=QqWHUeTbB8SqO4vPgdgC&psig=AFQjCNH4pEvu6Ce7KK-10cBgW2bqa1lx6A&ust=1367930538049430


Proper preparation:

How should the challenges be addressed?
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Requires a change from 
all of us!

Make an inventory of 
what you have

Know the behavior of your 
infrastructure and systems

Compare your actual 
with your baseline

Monitor vulnerability 
disclosures

Patch your systems and 
stay up to date

http://www.google.nl/url?sa=i&rct=j&q=inventory+management&source=images&cd=&cad=rja&docid=xB02oBxVFuH5CM&tbnid=E_gJ5MBfpAZ_RM:&ved=0CAUQjRw&url=http://money.howstuffworks.com/how-inventory-management-systems-work1.htm&ei=D9aIUfXKNoHcOuihgKgI&psig=AFQjCNE_hq7r1wGQoeP3WSzxa7jcCuOztg&ust=1368008574456036
http://www.google.nl/url?sa=i&rct=j&q=known+behavior&source=images&cd=&cad=rja&docid=lfeeCA7SyWfNSM&tbnid=CSExJW5TAd9WiM:&ved=0CAUQjRw&url=http://blog.optimizely.com/tag/behavioral-economics/&ei=sVaJUYCpOsfKPeCRgKAP&psig=AFQjCNGhwcT4LhpIwuvu2Uoc2PS49FP0Pw&ust=1368041263722612
http://www.google.nl/url?sa=i&rct=j&q=update&source=images&cd=&cad=rja&docid=IvYxM4-ZXiHDfM&tbnid=PNNUw5gKbRqcAM:&ved=0CAUQjRw&url=http://www.marketingzen.com/is-it-time-to-update-your-digital-marketing-strategy/&ei=SF6JUbzmNIyo0AXI6oGoBA&bvm=bv.46226182,d.d2k&psig=AFQjCNGtEVAsVQvOlbVJlsLfPE8rfJhz0w&ust=1368043257516340
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Industial Approach – IEC 62443 Standardization



ISA/IEC 62443 : Industrial Automation and Control System Security

Cyber Security Standards
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A network & system segmentation technique:

• Prevents the spread of an incident

• Provides a front-line set of defenses

• The basis for risk assessment in system design

Zones and Conduits
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• FR 1 – Identification & authentication control

• FR 2 – Use control

• FR 3 – System integrity

• FR 4 – Data confidentiality

• FR 5 – Restricted data flow

• FR 6 – Timely response to events

• FR 7 – Resource availability

System and component capability requirements

Foundational Requirements
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For component and system capabilities

Security Levels

November 29, 2017 Image: ISA-62443-1-1, 2nd Edition (Under development)Slide 17

Protection against attacks:

Intentional Violation Using Sophisticated Means with 
ModerateResources, IACS Specific Skills & Moderate Motivation

Intentional Violation Using Sophisticated Means with Extended 
Resources, IACS Specific Skills & High Motivation



Part 4-1 Product security development life-cycle requirements

• Secure development processess integrated with formal development 
process (e.g. ISO 9001 process)

• Security requirements for processes used during product development 
and support by a product supplier. One of the required development 
processes is to define security requirements for the product.

Supporting standards for the definition of product security requirements

• Part 3-3 System security requirements and security levels

• Requirements for security capabilities of control systems taken as a 
whole

• Part 4-2 Technical security requirements for IACS components

• Requirements for security capabilities of components used in control 
systems

Product supplier use of IEC 62443
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Part 2-4 Requirements for control system solution providers

• Requirements for integrating, installing, configuring and maintaining the 
security of the industrial control system

Areas covered:

• Staffing, network security, solution hardening, data protection, 
configuration management, event management, account management, 
patch management backup/restore, wireless, SIS integration with BPCS, 
malware protection, remote access

• Process inputs:

• Product manuals required by Part 4-1

• Product capabilites required by Parts 3-3 and 4-2

• Security policies

Service providers use of IEC 62443
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• Part 2-1 Security program requirements for asset owners

• Security requirements for control system installations

• Integrates with Parts 3-3, 2-4 and 4-2

• Places requirements on control systems that can support supply 
chain/procurement of devices/components, control systems and 
services

• Part 3-2 Security risk assessment, system partitioning and security levels

• Process for cyber security risk assessment for defining a secure control 
system architecture

• Partitioning into Zones and Conduits

• Part 1-5 Protection Levels (under development)

• Addresses evaluation of a control system security program 

• Protection Levels as combination of Security Levels and Maturity Levels

Asset owners use of IEC 62443
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Which Security Level would have been required to prevent the attack?

(Based on an analysis of which security controls were missing)

Application of 62443-3-3 to the Ukrainian Case

Real Life Example 

November 29, 2017
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«A forensic analysis based on ISA/IEC 62443 of the cyber attacks on the Ukrainian power grids», 
by Patrice Bock, Jean-Pierre Hauet, Romain Francoise, and Robert Foley, November, 2016

Slide 21



Which 62443 security controls were missing?

Cyber Attack on the Ukrainian Electricity Grid
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Spear phishing to get malware on 
workstation(s) in the office network 

Theft of user credentials using 
malware on workstation in the IT 
domain (office network)

Access SCADA workstation from IT 
domain (office network) over VPN

Use of standard SCADA 
dialogues in SCADA workstation

Open breakers at multiple 
substations to disconnect power

Wipe disks using Killdisk
Modify UPS to interfere with restoration efforts
Denial of service on Call- Centers

Awareness training

Anti-virus to detect 
malware, 

whitelisting etc.

Security monitoring 
of the networks

Adequate Backup 
Policy

Operator control to 
terminate remote 

connections



• FR 1 – Identification & authentication control

• SR 1.13 - Lack of restrictions on access from untrusted networks, no explicit access aproval 
required

• FR 2 – Use control

• SR 2.4 – Lack of protection made it possible to transfer malware to several systems on the OT 
network

• SR2.6 – It was not possible for the Operator to terminate the attackers remote connection

• FR 3 – System integrity

• SR3.3 – No malicious code protection (no anti-virus software on the systems)

• FR 4 – Data confidentiality - Ok

• FR 5 – Restricted data flow – OK, FWs restricted data flow

• FR 6 – Timely response to events

• SR 6.2 – Lack of Network monitoring allowed the attackers to scan the networks for weeks...

• FR 7 – Resource availability

• SR 7.4 – Disks were erased (Kill-disk), lack of adequate backup policy

Which 62443 security controls were missing?

Cyber Attack on the Ukrainian Power Grid
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Any Questions?




