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Cyber Security - med vekt pa industrielle Iasninger

Managing Cyber Security in Power and Automation
Judith Rossebg, Cyber Security Specialist, Member of NK65



Focus of presentation

Topics covered

— Cyber Security in Power and Automation
* Why is Cyber Security an Issue?
* Cyber Security Trends
— What are the Challenges?
— How Should the Challenges be Addressed?
Industry Approach - ISA/IEC 62443 Standards



Cyber security in power and automation

Why is cyber security an issue?

Power and Automation Today

Modern automation, protection, and control
systems are highly specialized IT systems

- Leverage commercial off the shelf IT
components

- Use standardized, Ethernet-based
communication protocols

- Are distributed and highly interconnected
- Use mobile devices and storage media

- Based on software (> 50% of
manufacturers offerings are software-
related)

- IT/OT Convergence

Cyber Security Issues

- Increased attack surface as compared
to legacy, isolated systems

- Communication with external (non-OT)
systems

- Attacks from/over the IT world



Cyber security in power and automation
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By Joseph Menn and Mary Watkins.
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A new threat targeting infrastructure in the
energy industry has been uncovered by security
specialists.

The attack, known as Shamoon, is said to have
hit "at least one organisation”in the sector.

Shamoon is capable of wiping files and rendering

several computers on a network unusable.
Red alert: the recently discovereg P

complex malware ever found’. PRl on wednesday, Saudi Arabia's national oil

company said an attack had led to its own

Since 2010 vulnerabilities in control system are increasing.

“Never touch a running system” methodology does not work anymore

Source: https://scadahacker.com/
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internet, how long will it take ‘peTorers oy
The answer is: much more quickly than most lay users think. In 2003, the
average time was 40 minutes. A year later it was 20 minutes. By 2008 an
unpatched computer running Microsoft Windows XP could only expect five
to 16 minutes of freedom. The Internet Storm Centre (ISC) provides a
useful chart of what it calls "survival time” for Windows machines. It
suggests that a PC currently can expect between 40 and 200 minutes of
freedom before an automated probe reaches it to determine whether it can
be penetrated. The numbers for other operating systems (such as Unix
and Linux) are better (from 400 to 1,400 minutes), but the moral is the
same: the only way to have an absolutely secure computer is not to
connect it to the net.




Cyber Attack on the Ukrainian Electricity Grid
Example in 2015

cuberattack milestone

Hundreds of thousands of homes were left in the dark in what security
experts say was a first for hackers with ill intent.

Manage security cameras, footage with your own private cloud

Synology

Security Some cyberattacks are about stealing data,

some about monkeying with someone else's
n. machines. This one left innocent bystanders
- r in the dark.
(3 )

A massive power outage in Ukraine last

e

by Katie Collins month has been attributed to hackers
anuary 5, 2016 1:55 PM PST targeting the electricity grid with malware.
Bkatizcolling Security researchers say it is the first known
instance of a blackout being credibly linked Q. Enlarge Image
T to the actions of malicious hackers.



Attack on the Ukrainian Electricity Grid
Technical components involved in the attack:

O Spear phishing to get malware on Phishing E-mails

workstation(s) in the office network

Theft of user credentials using Mersonomce [} emcmEmmmm—— BlackEnergy 3
malware on workstation in the IT )
domain (office network)

VPN & Credential Theft

Access SCADA workstation from IT Network & Host
domain (office network) over VPN Discovery

Use of standard SCADA
dialogues in SCADA workstation

Malicious Firmware
Development

SCADA Hijack (HMI/Client)

i
i

(e VM
(A A 2

. Breaker Open
Open breakers at multiple Comitisids
substations to disconnect power
UPS Modification

Wipe disks using Killdisk J ﬂ =0

Modify UPS to interfere with restoration efforts _ | g
Denial of service on Call- Centers m 5 Power Outage(s)

Firmware Upload
KillDisk Overwrites

g

O



What are the Main Cyber Security Challenges ?



Awareness

Organizational
Risk Management

Risk
Management
[ - A
<
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Challenges

Technical

Installed Base

Sustaining Security Situational Awareness
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November 29,2017 | Slide 9

Images: www.zazzle.co.nz,

www.leadthefish.com, nl.123rf.com,

www.zoho.com,

blog.monitorscout.com, AL R HR

www.ccure.it a1 d


http://www.google.nl/url?sa=i&rct=j&q=time&source=images&cd=&cad=rja&docid=XrpNIbn9ErK51M&tbnid=rPOm7EBZOqBx5M:&ved=0CAUQjRw&url=http://www.zoho.com/invoice/blog/10-reasons-tracking-time-matters.html&ei=1CKKUYz7JojCPLe4gIgK&psig=AFQjCNEPkSWOMR3ilm0nW632QVAWpRfL3g&ust=1368093684979115
http://www.google.nl/url?sa=i&rct=j&q=monitoring&source=images&cd=&cad=rja&docid=zNnUhhvaYQ9jiM&tbnid=ZihVxU4fDZxxbM:&ved=0CAUQjRw&url=http://blog.monitorscout.com/2013/04/21/snmp-monitoring-with-monitor-scout/&ei=iyOKUd69KcbSPK2_gfgB&psig=AFQjCNEnMi3LLxXRHeZ1xrq_v1YKMzwulQ&ust=1368093908623129
http://www.google.nl/url?sa=i&rct=j&q=diversity&source=images&cd=&cad=rja&docid=t5ROlXxRmw4fXM&tbnid=Gxc77TqNI_o4jM:&ved=0CAUQjRw&url=http://www.leadthefish.com/2010/11/04/how-diverse-is-your-workplace/&ei=-ySKUbOZBsbqPJKzgeAD&psig=AFQjCNHVKAXkxJfXaqU_MV75e7lkzgXY1A&ust=1368094254537587
http://www.google.nl/url?sa=i&rct=j&q=ordners&source=images&cd=&cad=rja&docid=vYl7D7KKB2BybM&tbnid=SWvkN-e699K8NM:&ved=0CAUQjRw&url=http://nl.123rf.com/photo_5277141_office-ordners--mappen-op-een-plank--zonder-schriftelijk-op-de-achterkant.html&ei=riWKUYSiIYS3PPTqgaAK&psig=AFQjCNE_hV-brySexuQcAd0gtyUVPYltmQ&ust=1368094482953390
http://www.google.nl/url?sa=i&rct=j&q=vulnerabilities&source=images&cd=&cad=rja&docid=9XrNQH9kmYrf1M&tbnid=XBO4RSkcuGh0IM:&ved=0CAUQjRw&url=http://h-news27.blogspot.com/2012/01/some-common-vulnerabilities-in.html&ei=R56HUePcA8KuPMK8gIAM&psig=AFQjCNF2ZrGoA4wpbIF5mfrFcCXeMLW9IQ&ust=1367928721924723

How Should the Challenges be Addressed?



How should the challenges be addressed?
4 key questions should be addressed:

Can we really defend Do we know our
ourselves? infrastructure and systems?

~

Can we identify potentially Can we recover from any
malicious activities? incident?

OABE . . . . ADRD
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How should the challenges be addressed?

Proper preparation:

Requires a change from
all of us!

In
tegl'at
. providers — ors
SO\U‘-‘on )
ManUfa@turerg /

v rj
9

Compare your actual
with your baseline

Make an inventory of
what you have

L

Monitor vulnerability
disclosures

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

ICS-CERT ADVISORY

((‘. r Y oo Cyber Security - Alerts & Notficatons
) =
o O sy S =
cve.mitre.org ot A

| &

SecurityFocus.com

Know the behavior of your
infrastructure and systems

VA

Patch your systems and
stay up to date
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Industial Approach - IEC 62443 Standardization



Cyber Security Standards

ISA/IEC 62443 : Industrial Automation and Control System Security

General

IEC 62443-1-1 (Ed. 2)

Concepts and models

IEC/TR 62443-1-2

Master glossary of
terms and abbreviations

IEC/TS 62443-1-3

System security
conformance metrics

IEC/TR 6244314

IACS security life-cycle
and use-cases

8

icies
Procedures

Pol

IEC 62443-2-1 (Ed. 2)

Requirements for an
IACS security
management system

IEC/TR 62443-2-2

Implementation guidance

for an IACS security
management system

IEC/TR 62443-2-3

Patch management in
the IACS environment

IEC 62443-2-4

Security program

requirements for IACS
service providers

System

IEC/TR 62443-3-1

Security technologies
for IACS

Security risk assessment
and system design

System security
requirements and
security levels

J

Component

IEC 62443-4-1

Product development
requirements

IEC 62443-4-2

Technical security
requirements for IACS
components




Zones and Conduits

A network & system segmentation technique:

* Prevents the spread of an incident

* Provides a front-line set of defenses

 The basis for risk assessment in system design

©ABB
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Foundational Requirements

System and component capability requirements

 FR1-Identification & authentication control
« FR2 - Use control

* FR 3 - System integrity

* FR 4 - Data confidentiality

« FR5 - Restricted data flow

* FR6 - Timely response to events

* FR7 - Resource availability



Security Levels
For component and system capabilities

Protection against attacks:

Casual or Coincidental Violation

" i

Intentional Violation Using Simple Means with Low Resources,
Generic Skills & Low Motivation

Intentional Violation Using Sophisticated Means with
ModerateResources, IACS Specific Skills & Moderate Motivation

Intentional Violation Using Sophisticated Means with Extended
Resources, IACS Specific Skills & High Motivation

©ABB
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Product supplier use of IEC 62443

Part 4-1 Product security development life-cycle requirements

« Secure development processess integrated with formal development
process (e.g. 1SO 9001 process)

« Security requirements for processes used during product development
and support by a product supplier. One of the required development
processes is to define security requirements for the product.

Supporting standards for the definition of product security requirements
« Part 3-3 System security requirements and security levels

* Requirements for security capabilities of control systems taken as a
whole

« Part 4-2 Technical security requirements for IACS components

« Requirements for security capabilities of components used in control
systems



Service providers use of IEC 62443

Part 2-4 Requirements for control system solution providers

« Requirements for integrating, installing, configuring and maintaining the
security of the industrial control system

Areas covered:

« Staffing, network security, solution hardening, data protection,
configuration management, event management, account management,

patch management backup/restore, wireless, SIS integration with BPCS,
malware protection, remote access

* Process inputs:
* Product manuals required by Part 4-1
* Product capabilites required by Parts 3-3 and 4-2
* Security policies



Asset owners use of IEC 62443

« Part 2-1 Security program requirements for asset owners
« Security requirements for control system installations
* Integrates with Parts 3-3, 2-4 and 4-2

* Places requirements on control systems that can support supply
chain/procurement of devices/components, control systems and
services

« Part 3-2 Security risk assessment, system partitioning and security levels

* Process for cyber security risk assessment for defining a secure control
system architecture

* Partitioning into Zones and Conduits
« Part 1-5 Protection Levels (under development)
« Addresses evaluation of a control system security program
* Protection Levels as combination of Security Levels and Maturity Levels

AL HD NP
nRmpmw



Real Life Example

Application of 62443-3-3 to the Ukrainian Case

Which Security Level would have been required to prevent the attack?

(Based on an analysis of which security controls were missing)

O

(e VN
(A A A

O

Spear phishing to get malware on
workstation(s) in the office network

Theft of user credentials using
mahware on workstation in the [T
domain (office network)

Access SCADA workstation from IT
domain (office network) over VPN

Use of standard SCADA
dialogues in SCADA workstation

Open breakers at multiple
substations to disconnect power

Wipe disks using Killdisk
Maodify UPS tointerfere with restoration efforts
Denial of service on Call- Centers

= Phishing E-mails
J.

BlackEnergy 3

VPN & Credential Theft

Network & Host
Discovery

Malicious Firmware
Development

SCADA Hijack (HMI/Client)

Breaker Open
Commands

’ UPS Modification
= Ledeed Firmware Upload
b i KillDisk Overwrites

i | Power Outage(s)



Cyber Attack on the Ukrainian Electricity Grid

Which 62443 security controls were missing?

Spear phishing to get malware on Awareness training Phishing E-mails
workstation(s) in the office network

Theft of user credentials using BlackEnergy 3

malware on workstation in the IT malware,
domain (office network) whitelisting etc,

VPN & Credential Theft

Access SCADA workstation from IT Security monitoring Network & Host
domain (office network) over VPN of the networks Discovery

Use of standard SCADA

Operator control to Malicious Firmware
dialogues in SCADA workstation P

Development

(e VM
(A A 2

terminate remote
connections SCADA Hijack (HMI/Client)
. | Breaker Open
Open breakers at multiple CommanZs
substations to disconnect power '
Adequate Backup UPS Modification

Firmware Upload
KillDisk Overwrites

Wipe disks using Killdisk elile

< > Modify UPS to interfere with restoration efforts

Denial of service on Call- Centers i Power Outage(s)

©ABB
November 29,2017 | Slide 22 mpD



Cyber Attack on the Ukrainian Power Grid

Which 62443 security controls were missing?

FR 1 - Identification & authentication control

» SR 1.13- Lack of restrictions on access from untrusted networks, no explicit access aproval
required

FR 2 — Use control

» SR 2.4 - Lack of protection made it possible to transfer malware to several systems on the OT
network

 SR2.6 - It was not possible for the Operator to terminate the attackers remote connection

FR 3 - System integrity
* SR3.3 - No malicious code protection (no anti-virus software on the systems)
FR 4 — Data confidentiality - Ok
FR 5 — Restricted data flow — OK, FWs restricted data flow
FR 6 — Timely response to events

« SR 6.2 - Lack of Network monitoring allowed the attackers to scan the networks for weeks...

FR 7 — Resource availability
« SR 7.4 -Disks were erased (Kill-disk), lack of adequate backup policy



Any Questions?
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